
C
o
d
e
s

a
n
d

In
t
e
r
n
e
t

S
e
c
u
r
it

y

T
h
e

am
azin

g
story

of
h
ow

200
year

old
resu

lts
in

th
e

th
eory

of
n
u
m

b
ers

form
th

e
secu

rity
b
asis

for
b
illion

s
of

d
ollars

in
in

tern
et

com
m

ercial
tran

sac-
tion

s
to

d
ay.

b
y

C
h
a
r
l
e
s

W
.
N

e
v
il

l
e
,
A

p
r
il

1
9
9
9

c©
C

h
arles

W
.
N

ev
ille,

F
eb

ru
ary

2002

V
erb

a
tim

co
p
y
in

g
a
n
d

red
istrib

u
tio

n
o
f
th

is
d
o
cu

m
en

t

is
p
erm

itted
in

a
n
y

m
ed

iu
m

p
ro

v
id

ed
th

is
n
o
tice

a
n
d

th
e

co
p
y
rig

h
t

n
o
tice

a
re

p
reserv

ed
.

2
.

O
u
t
l
in

e

1.
C

o
d
es

an
d

C
ry

p
tograp

h
y.

2.
In

tern
et

S
ecu

rity.

3.
A

lgeb
ra

an
d

N
u
m

b
er

T
h
eory.

4.
T

h
e

R
S
A

M
eth

o
d
.

5.
H

ow
S
ecu

re
Is

th
e

R
S
A

M
eth

o
d
?

1
.

In
t
r
o
d
u
c
t
io

n
.

“T
en

u
re

track
p
osition

in
m

ath
em

atics
at

th
e

assistan
t

or
asso

ciate
p
rofessor

level.
S
tron

g
p
referen

ce
given

to
ap

p
lican

ts
in

a
fi
eld

of
a
p
p
lied

o
r

a
p
p
lica

b
le

m
a
th

em
a
t-

ics.
N

o
algeb

raists
n
eed

ap
p
ly.”

J
ob

ad
in

T
h
e

N
o
tices

o
f
th

e
A

m
erica

n
M

a
th

e-

m
a
tica

l
S
o
ciety

,
circa

1977.

T
h
e

very
year

th
at

ad
s

like
th

is
w

ere
ap

p
earin

g,
R

ivest,
S
h
am

ir
an

d
A

d
elm

an
fi
led

th
eir

p
aten

t
on

th
e

fu
n
d
a-

m
en

tal
m

eth
o
d

u
sed

to
secu

re
b
illion

s
of

d
ollars

in
in

-
tern

et
com

m
ercial

tran
saction

s.
T

h
eir

m
eth

o
d

m
akes

essen
tial

u
se

of
th

e
ab

stract
algeb

ra
an

d
elem

en
tary

n
u
m

b
er

th
eory

d
eem

ed
so

u
seless

b
y

so
m

an
y.

T
h
is

is
th

e
story

of
h
ow

th
at

cam
e

to
b
e.

P
a
r
t

1
.

C
o
d
e
s

a
n
d

C
r
y
p
t
o
g
r
a
p
h
y

A
B

r
ie

f
In

t
r
o
d
u
c
t
io

n
t
o

V
a
r
io

u
s

S
o
r
t
s

o
f

C
o
d
e
s
.



1
.

S
y
m
m
e
t
r
ic

C
ip

h
e
r
s

T
h
e

classical
situ

ation
:

K
n
ow

in
g

th
e

key
an

d
th

e
m

eth
o
d
,

on
e

can
b
oth

en
co

d
e

an
d

d
eco

d
e.

S
im

p
l
e
s
t

E
x
a
m
p
l
e
:

A
S
im

p
l
e

S
u
b
s
t
it

u
t
io

n
C

i-

p
h
e
r

like

A
←
→

T
B
←
→

P
C
←
→

X

C
A

B
←
→

X
T

P

3
.

A
s
y
m
m
e
t
r
ic

o
r

P
u
b
l
ic

K
e
y

C
ip

h
e
r
s

A
recen

t
(1970’s)

d
evelop

m
en

t:
T

h
ere

are
tw

o
key

s,

1
.

A
P
u
b
l
ic

E
n
c
r
y
p
t
io

n
K

e
y
.

2
.

A
S
e
p
a
r
a
t
e

P
r
iv

a
t
e

D
e
c
r
y
p
t
io

n
K

e
y
.

Y
ou

m
ay

let
th

e
w

h
ole

w
orld

k
n
ow

th
e

m
eth

o
d

an
d

you
r
P
u
b
l
ic

K
e
y

so
th

ey
m

ay
sen

d
you

co
d
ed

m
es-

sages.

Y
ou

m
u
st

keep
you

r
p
r
iv

a
t
e

k
e
y

very
secret.

A
n

en
em

y
can

learn
you

r
P
u
b
l
ic

K
e
y

an
d

th
e

m
eth

o
d

(p
erh

ap
s

b
ecau

se
h
e

or
sh

e
sen

t
you

a
m

essage,
b
u
t

h
e

C
a
n
n
o
t

U
s
e

T
h
is

K
n
o
w

l
e
d
g
e

t
o

D
e
c
o
d
e

M
e
s
-

s
a
g
e
s

sen
t

to
you

b
y

oth
ers.

2
.

S
y
m
m
e
t
r
ic

C
ip

h
e
r
s

O
t
h
e
r

E
x
a
m
p
l
e
s:

1.
T

h
e

W
W

II
G

erm
an

E
n
igm

a
C

o
d
e.

2.
IB

M
’s

L
u
cifer

C
ip

h
er.

3.
T

h
e

U
.S

.
D

ata
E

n
cry

p
tion

S
tan

d
ard

(D
E

S
).

T
h
ese

are
M

u
c
h

M
o
r
e

C
o
m
p
l
e
x

an
d

M
u
c
h

H
a
r
d
e
r

t
o

B
r
e
a
k

th
an

a
sim

p
le

su
b
stitu

tion
cip

h
er,

b
u
t

th
ey

sh
are

w
ith

it
th

e
follow

in
g

trait:
If

an
en

em
y

m
an

ages
to

steal
th

e
en

co
d
in

g
key

an
d

th
e

m
eth

o
d
,
h
e

or
sh

e
can

easily
d
eco

d
e

you
r

m
essages.

T
h
u
s
K

e
y

S
e
c
u
r
it

y

is
of

p
aram

ou
n
t

im
p
ortan

ce
in

all
th

ese
m

eth
o
d
s.

4
.

T
h
e

F
o
u
n
d
a
t
io

n
s

o
f

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
-

p
h
y

P
u
b
lic

key
cry

p
tograp

h
ic

m
eth

o
d
s

are
b
ased

on
a

re-
cen

t
(1970’s)

d
evelop

m
en

t
in

th
eoretical

com
p
u
ter

sci-
en

ce,
th

e
n
otion

of
C

o
m
p
u
t
a
t
io

n
a
l

C
o
m
p
l
e
x
it

y
.

K
ey

Id
ea:

S
om

e
p
rob

lem
s

are
V

e
r
y

H
a
r
d
.

B
ase

you
r

cry
p
tograp

h
ic

m
eth

o
d

on
a

V
e
r
y

H
a
r
d

p
rob

lem
.

S
am

p
le

H
ard

P
rob

lem
:

F
a
c
t
o
r
iz

a
t
io

n
.

T
h
is

is
p
rob

ab
ly

easy
:

F
actor

323.
A

n
sw

er:
17×

19.



5
.

T
h
e

F
o
u
n
d
a
t
io

n
s

o
f

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
-

p
h
y

B
u
t

h
ow

ab
ou

t
th

is
on

e:
F
actor

740688775158586
75

69
25

179
51

43
05

92
361

93
44

74
77

077
48

67
2

819740657949691
72

97
62

288
90

02
20

37
588

02
52

44
12

805
68

10
3

664278331468595
64

95
69

390
17

14
33

60
568

43
77

69
52

571
31

67
3

900054953125746
90

06
22

800
62

45
71

61
088

81
00

28
95

059
57

7
.

T
h
e

F
o
u
n
d
a
t
io

n
s

o
f

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
-

p
h
y

B
y

th
e

w
ay,

h
ere’s

th
e

M
a
t
h
e
m
a
t
ic

a
co

d
e

I
u
sed

to
fi
n
d

th
e

ab
ove:

p
=

R
an

d
om

[In
teger,

{10
∧
100,

10
∧
101}];

W
h
ile[!P

rim
eQ

[p
],

p
=

p
+

1];
P

rin
t[p

];
q

=
R

an
d
om

[In
teger,

{10
∧
100,

10
∧
101}];

W
h
ile[!P

rim
eQ

[q
],

q
=

q
+

1];
P

rin
t[q

];
P

rin
t[p
∗q

];

N
ote

th
e

d
irection

:
I

fou
n
d

tw
o

large
p
rim

es
an

d
m

u
l-

tip
lied

th
em

togeth
er

to
get

m
y

200
d
igit

ch
allen

ge
n
u
m

b
er.

F
actorin

g
w

as
easy

for
m

e
b
ecau

se
I

alread
y

k
n
ew

th
e

an
sw

er.
W

as
it

easy
for

you
?

6
.

T
h
e

F
o
u
n
d
a
t
io

n
s

o
f

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
-

p
h
y

I’ll
b
et

you
w

ou
ld

b
e

h
ard

p
ressed

to
com

e
u
p

w
ith

740688775158586
75

69
25

179
51

43
05

92
361

93
44

74
77

077
48

67
2

819740657949691
72

97
62

288
90

02
20

37
588

02
52

44
12

805
68

10
3

664278331468595
64

95
69

390
17

14
33

60
568

43
77

69
52

571
31

67
3

900054953125746
90

06
22

800
62

45
71

61
088

81
00

28
95

059
57

=150940249729344
52

60
99

836
59

96
27

70
474

51
13

94
93

435
86

73
8

388042587669154
95

88
47

041
13

53
60

38
134

44
23

86
79

891
12

21
×490716542795402

77
78

10
805

95
97

49
87

892
69

41
17

65
580

19
94

9
047442723983709

15
47

92
783

20
34

45
12

623
31

58
63

58
355

12
17

8
.

T
h
e

F
o
u
n
d
a
t
io

n
s

o
f

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
-

p
h
y

T
o

rev
iew

,
I

fou
n
d

tw
o

large
p
rim

es,
w

e’ll
call

th
em

p
an

d
q
,
an

d
I

m
u
ltip

lied
th

em
togeth

er
to

get
m

y
200

d
igit

n
u
m

b
er

p
×

q
.

T
h
is

is
easy,

at
least

w
ith

a
com

-
p
u
ter.

B
u
t

it
is

V
e
r
y

H
a
r
d

to
go

in
th

e
reverse

d
irec-

tion
an

d
factor

a
given

200
d
igit

n
u
m

b
er

in
to

th
e

p
ro

d
-

u
ct

of
tw

o
100

d
igit

p
rim

es.
It

is
V

e
r
y

H
a
r
d

even
w

ith
a

com
p
u
ter.

In
fact,

it
w

ou
ld

p
rob

ab
ly

take
a

fast
w

ork
station

a
b
illion

years
to

d
o

it.

T
h
is

asy
m

m
etry

–
m

u
ltip

lication
is

easy,
factorization

is
n
ot,

form
s

th
e

b
asis

of
th

e

R
S
A

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
p
h
y

M
e
t
h
o
d
.

A
n
d

th
e

R
S
A

m
eth

o
d

solves
th

e
K

e
y

S
e
c
u
r
it

y
p
rob

-
lem

.



P
a
r
t

2
.

In
t
e
r
n
e
t

S
e
c
u
r
it

y

A
B

r
ie

f
In

t
r
o
d
u
c
t
io

n
t
o

t
h
e

N
e
e
d

f
o
r

In
t
e
r
n
e
t

S
e
c
u
r
it

y

2
.

D
ig

r
e
s
s
io

n
–

P
a
c
k
e
t

S
w

it
c
h
e
d

N
e
t
w

o
r
k
s

P
acket

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

A
n
y
w

h
ere.n

et
y

P
acket

S
tore.com

U
n
like

telep
h
on

e
calls,

th
ere

is
n
o

d
irect

d
ed

icated
con

-
n
ection

for
in

tern
et

m
essages.

In
stead

,
m

essages
are

d
iv

id
ed

in
to

p
ackets,

an
d

each
p
acket

is
d
y
n
am

ically
rou

ted
from

sou
rce

to
d
estin

ation
.

1
.

T
h
e

N
e
e
d

f
o
r

In
t
e
r
n
e
t

S
e
c
u
r
it

y

C
red

it
C

ard

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

...

E
v
il.W

icked
.H

ackers.org

It
is

easy
an

d
legal

to
listen

in
to

in
tern

et
tran

sac-
tion

s
b
ecau

se
th

e
in

tern
et

is
a

D
y
n
a
m
ic

a
l
ly

R
o
u
t
e
d

P
a
c
k
e
t

S
w

it
c
h
e
d

N
e
t
w

o
r
k
.

T
h
u
s

w
e

h
ave

to
E
n
-

c
r
y
p
t

tran
saction

s
w

e
w

an
t

to
keep

con
fi
d
en

tial.

3
.

D
ig

r
e
s
s
io

n
–

P
a
c
k
e
t

S
w

it
c
h
e
d

N
e
t
w

o
r
k
s

P
acket

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

A
n
y
w

h
ere.n

et
y

P
acket

S
tore.com

M
essages

are
d
iv

id
ed

in
to

p
ackets,

an
d

each
p
acket

is
d
y
n
am

ically
rou

ted
from

sou
rce

to
d
estin

ation
.

O
n
e

p
acket

m
ay

go
v
ia

L
on

d
on

,
an

oth
er

th
rou

gh
B

oston
,
all

p
art

of
th

e
sam

e
m

essage
from

h
ere

to
L
A

.



4
.

D
ig

r
e
s
s
io

n
–

P
a
c
k
e
t

S
w

it
c
h
e
d

N
e
t
w

o
r
k
s

P
acket

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

A
n
y
w

h
ere.n

et
y

P
acket

S
tore.com

P
ackets

are
d
y
n
am

ically
rou

ted
accord

in
g

to
availab

le
in

term
ed

iate
p
oin

ts.
T

h
e

in
term

ed
iate

p
oin

ts
H

a
v
e

T
o

L
is

t
e
n

In
to

forw
ard

th
eir

p
ackets.

T
h
is

m
akes

it
easy

an
d

legal
for

an
yon

e
to

listen
in

.

6
.

S
e
c
u
r
in

g
In

t
e
r
n
e
t

T
r
a
n
s
a
c
t
io

n
s

C
red

it
C

ard

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

T
y
p
ical

P
roto

col
–

B
oth

u
se

th
e

D
E

S
(U

.S
.
D

ata
E

n
cry

p
tion

S
tan

d
ard

)
to

en
co

d
e

tran
sm

ission
s.

A
lice’s

w
eb

b
row

ser
gen

erates
a

ran
d
om

D
E

S
key

w
h
ich

is
sen

t
to

S
tore.com

.

5
.

R
e
p
r
is

e
–

T
h
e

N
e
e
d

f
o
r

In
t
e
r
n
e
t

S
e
c
u
r
it

y

C
red

it
C

ard

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

...

E
v
il.W

icked
.H

ackers.org

It
is

easy
an

d
legal

to
listen

in
to

in
tern

et
tran

sac-
tion

s
b
ecau

se
th

e
in

tern
et

is
a

D
y
n
a
m
ic

a
l
ly

R
o
u
t
e
d

P
a
c
k
e
t

S
w

it
c
h
e
d

N
e
t
w

o
r
k
.

T
h
u
s

w
e

h
ave

to
E
n
-

c
r
y
p
t

tran
saction

s
w

e
w

an
t

to
keep

con
fi
d
en

tial.

7
.

N
e
e
d

f
o
r

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
p
h
y

C
red

it
C

ard

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

T
y
p
ical

P
roto

col
con

tin
u
ed

–

Q
u
estion

:
“
S
ed

q
u
is

cu
sto

d
iet

ip
so

s
C

u
sto

d
es?”

W
h
o

sh
all

gu
ard

th
e

gu
ard

sm
an

?
(J

u
ven

al,
circa

60
–

130
A

D
).

H
ow

d
o

w
e

gu
ard

th
e

D
E

S
key

?

A
n
sw

er:
W

e
en

co
d
e

th
e

key
itself

w
ith

a
co

d
e

so
secu

re
th

at
even

th
e

n
asty

folk
s

at
E

v
il.W

icked
.H

ackers.org
can

’t
b
reak

th
e

co
d
e,

E
v
e
n

If
T

h
e
y

In
t
e
r
c
e
p
t

t
h
e

K
e
y
!



8
.

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
p
h
y

–
T

h
e

R
S
A

M
e
t
h
o
d

C
red

it
C

ard

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

T
y
p
ical

P
roto

col
con

tin
u
ed

–

T
h
e

server
at

S
tore.com

gen
erates

a
ran

d
om

p
u
b
lic

R
S
A

key
an

d
sen

d
s

it
to

A
lice.

A
lice

u
ses

S
tore.com

’s
p
u
b
lic

key
to

en
co

d
e

h
er

D
E

S
key

tran
sm

ission
.

T
h
e

n
asty

folk
s

at
E

v
il.W

icked
.H

ackers.org
are

sty
m

ied
,

b
ecau

se
th

ey
can

’t
b
reak

th
e

R
S
A

co
d
e,

even
k
n
ow

in
g

th
e

R
S
A

p
u
b
lic

key,
to

get
at

th
e

D
E

S
key.

P
a
r
t

3
.

A
l
g
e
b
r
a

a
n
d

N
u
m
b
e
r

T
h
e
o
r
y

T
h
e

M
a
t
h
e
m
a
t
ic

s
b
e
h
in

d
t
h
e

R
S
A

M
e
t
h
o
d

9
.

P
u
b
l
ic

K
e
y

C
r
y
p
t
o
g
r
a
p
h
y

–
T

h
e

R
S
A

M
e
t
h
o
d

R
ev

iew
Q

u
estion

–

H
ow

d
o
es

it
w

ork
?

A
n
sw

er
–

T
h
e

p
u
b
lic

R
S
A

key
is

(essen
tially

)
th

e
p
ro

d
u
ct

of
tw

o
V

e
r
y

large
p
rim

e
n
u
m

b
ers

(say
of

100
or

m
ore

d
ecim

al
d
igits

each
).

T
o

b
reak

th
e

R
S
A

co
d
e

(it
is

th
ou

gh
t),

th
e

folk
s

at
E

v
il.W

icked
.H

ackers.org
h
ave

to
F
a
c
t
o
r

th
e

key.
T

h
is

is
so

com
p
u
tation

ally
d
iffi

cu
lt

th
at

it
w

ill
take

th
em

m
illion

s
of

years
to

d
o

it.

1
.

G
r
e
a
t
e
s
t

M
a
t
h

H
it

s
o
f

3
0
0

B
C

A
s

p
art

of
h
is

E
lem

en
ts,

E
u
clid

d
escrib

es
th

e
algorith

m
in

volv
in

g
su

ccessive
rem

ain
d
ers

th
at

w
e

n
ow

k
n
ow

as
T

h
e

E
u
clid

ea
n

A
lg

o
rith

m
,
for

fi
n
d
in

g
th

e
greatest

com
-

m
on

d
iv

isor
of

tw
o

n
u
m

b
ers.

T
w

o
con

seq
u
en

ces:
S
u
p
p
ose

N
∈

Z
,
th

e
set

of
in

tegers,
an

d
N
6=

0.

a.
G

iven
a

n
u
m

b
er

e
∈

Z
,
th

ere
ex

ists
an

oth
er

n
u
m

-
b
er

d
∈

Z
su

ch
th

at
ed

=
1

m
o
d

N
if

an
d

on
ly

if
th

e
greatest

com
m

on
d
iv

isor
of

e
an

d
N

is
1.

b
.

B
y

read
in

g
th

e
p
ro

cess
of

ap
p
ly

in
g

th
e

E
u
clid

ean
algorith

m
b
ack

w
ard

s,
on

e
can

fi
n
d

d
given

e.



2
.

G
r
e
a
t
e
s
t

M
a
t
h

H
it

s
o
f

1
7
5
0

L
eon

h
ard

E
u
ler

fi
gu

res
ou

t
th

e
law

s
of

ex
p
on

en
ts

for
m

o
d
u
lar

arith
m

etic:

k
m
6=

k
n
,

if
n

=
m

m
o
d

N

k
m

=
k

n
,

if
n

=
m

m
o
d

φ
(N

)

T
h
is

is
m

ore
com

m
on

ly
stated

as
E
u
l
e
r
’s

T
h
e
o
r
e
m
:

k
φ
(N

)
=

1
m

o
d

N

H
ere,

φ
(N

)
is

th
e

E
u
ler

φ
fu

n
ction

,
φ
(N

)
=

th
e

n
u
m

-
b
er

of
in

tegers
cop

rim
e

to
N

in
th

e
ran

ge
1
...N

,
an

d
,

of
cou

rse,
k

m
u
st

b
e

cop
rim

e
to

N
in

th
e

ab
ove.

4
.

P
r
o
o
f

S
k
e
t
c
h

o
f

t
h
e

φ
(N

)
F
o
r
m
u
l
a

R
ecall

th
e

in
clu

sio
n

–
ex

clu
sio

n
p
rin

cip
le

from
com

b
i-

n
atorics:

∣∣∣

⋃

A
i

∣∣∣

=
Σ
|A

i |
−

Σ
|A

i
∩

A
j |+

Σ
|A

i
∩

A
j
∩

A
k |···

H
ere
|A
|
is

th
e

n
u
m

b
er

of
elem

en
ts

in
th

e
set

A
.

C
on

sid
er

th
e

d
efi

n
ition

of
φ
(N

),
φ
(N

)
=
|A
|,

w
h
ere

th
e

set
A

=
{k

:
k

is
cop

rim
e

to
N

,1
≤

k
≤

N
}.

O
b
tain

th
e

form
u
la

for
φ
(N

)
b
y

ap
p
ly

in
g

th
e

in
clu

sion
–

ex
clu

-
sion

p
rin

cip
le

to
th

e
com

p
lem

en
t

of
A

.
H

ere,
A

i
=

w
ill

b
e

th
e

set
of

m
u
ltip

les
of

i
in

th
e

ran
ge

1
...N

,
an

d
th

e
su

b
scrip

t
i

w
ill

ru
n

over
th

e
set

of
in

tegers
w

h
ich

even
ly

d
iv

id
e

N
(n

ot
in

clu
d
in

g
1

an
d

N
).

3
.

M
o
r
e

M
a
t
h

H
it

s
f
r
o
m

1
7
5
0

L
eon

h
ard

E
u
ler

also
fi
gu

res
ou

t
h
ow

to
ex

p
ress

φ
(N

)
as

a
form

u
la:

D
e
f
:

φ
(N

)
=

th
e

n
u
m

b
er

of
in

tegers
cop

rim
e

to
N

in
th

e
ran

ge
1
...N

.

T
h
e
o
r
e
m
:

φ
(N

)
=

N
(1
−

1/p
1 )(1
−

1/p
2 )
···(1

−
1/p

k
),

w
h
ere

p
1 ,p

2 ,...p
k

are
th

e
d
istin

ct
p
rim

e
factors

of
N

.

In
p
articu

lar,
if

N
=

p
q,

w
h
ere

p
an

d
q

are
d
istin

ct
p
rim

es,
th

en
φ
(N

)
=

(p
−

1)(q
−

1).
T

w
o

h
u
n
d
red

years
later,

R
ivest,

S
h
am

ir
an

d
A

d
elm

an
w

ill
m

ake
essen

tial
u
se

of
th

is
in

th
eir

p
u
b
lic

key
en

cry
p
tion

m
eth

o
d
,
an

d
you

an
d

I
w

ill
u
se

it
every

tim
e

w
e

b
u
y

som
eth

in
g

over
th

e
in

tern
et.

5
.

G
r
e
a
t
e
s
t

M
a
t
h

H
it

s
o
f

1
7
9
0

J
osep

h
-L

ou
is

L
agran

ge
w

rites
on

e
of

th
e

fi
rst

treatises
on

g
ro

u
p

th
eo

ry
,
an

d
h
e

p
roves

w
h
at

to
d
ay

is
k
n
ow

n
as

L
a
g
r
a
n
g
e
’s

T
h
e
o
r
e
m
:

T
h
e

ord
er

of
a

su
b
grou

p
d
i-

v
id

es
th

e
ord

er
of

th
e

grou
p
.

P
r
o
o
f

S
k
e
t
c
h

o
f

E
u
l
e
r
’s

T
h
e
o
r
e
m
:

C
on

sid
er

th
e

set
U

N
of

in
vertib

le
elem

en
ts

(w
ith

resp
ect

to
m

u
ltip

li-
cation

)
in

Z
N

,
th

e
rin

g
of

in
tegers

m
o
d

N
.

T
h
e

set
U

N

form
s

an
A

b
elian

grou
p

u
n
d
er

m
u
ltip

lication
.

T
h
e

set
U

N
con

sists
ex

actly
of

th
e

(eq
u
ivalen

ce
classes

of)
in

te-
gers

cop
rim

e
to

N
.

T
h
u
s,

th
e

ord
er

of
th

e
grou

p
U

N
is

φ
(N

).
If

[k
]
∈

U
N

,
th

e
ord

er
of

th
e

su
b
grou

p
gen

erated
b
y

[k
]
d
iv

id
es

th
e

ord
er

of
U

N
,
b
y

L
agran

ge’s
T

h
eorem

.
T

h
erefore,

k
φ
(N

)
=

1
m

o
d

N
.



6
.

D
o

W
e

R
e
a
l
ly

N
e
e
d

Q
u
o
t
ie

n
t

O
b
je

c
t
s
?

N
o,

th
ere

is
a

very
clever

an
d

m
ore

elem
en

tary
grou

p
th

eoretic
p
ro

of
of

E
u
ler’s

th
eorem

th
at

u
ses

sim
p
ly

p
roved

facts
ab

ou
t

A
b
elian

grou
p
s,

an
d

w
h
ich

avoid
s

th
e

u
se

of
L
agran

ge’s
th

eorem
,
an

d
th

u
s

th
e

u
se

of
q
u
otien

t
grou

p
s.

(cf.
B

iggs,
D

iscrete
M

a
th

em
a
tics.)

H
ow

ever,
w

e
are

h
ead

ed
tow

ard
s

th
e

ap
p
lication

s
of

n
u
m

b
er

th
eory

an
d

ab
stract

algeb
ra

to
p
u
b
lic

key
cry

p
-

tograp
h
y.

T
h
e

m
ost

recen
t

m
eth

o
d
s,

su
ch

as
ellip

tic
cu

rve
m

eth
o
d
s,

are
h
eav

ily
algeb

raic,
an

d
req

u
ire

an
en

orm
ou

s
am

ou
n
t

of
ab

stract
algeb

ra
an

d
algeb

raic
ge-

om
etry.

P
a
r
t

4
.

T
h
e

R
S
A

M
e
t
h
o
d

T
h
e

R
S
A

M
e
t
h
o
d

D
e
t
a
il

s

O
r

W
h
e
r
e

t
h
e

M
a
t
h

Is
U

s
e
d

7
.

F
in

d
in

g
L
a
r
g
e

P
r
im

e
s

F
e
r
m
a
t
’s

T
h
e
o
r
e
m

(circa
1650):

L
et

p
b
e

a
p
rim

e.

T
h
en

k
p
−

1
=

1
m

o
d

p
,
fo

r
ev

ery
in

teg
er

k
b
etw

een
1

a
n
d

p
−

1.

P
r
o
o
f
:

φ
(p

)
=

p
−

1.
A

p
p
ly

E
u
ler’s

th
eorem

.

A
p
p
l
ic

a
t
io

n
(F

erm
at):

T
o

fi
n
d

a
large

p
rim

e,
p
ick

a
large

can
d
id

ate
p
rim

e
p

at
ran

d
om

.
P

ick
several

in
te-

gers
k

an
d

test
if

k
p
−

1
=

1
m

o
d

p
.

If
so,

p
is

p
rob

ab
ly

p
rim

e.
If

n
ot,

p
ick

an
oth

er
large

can
d
id

ate
p
rim

e
at

ran
d
om

an
d

rep
eat

th
e

p
ro

cess.

M
o
d
ern

m
eth

o
d
s,

su
ch

as
th

e
R

ab
in

–
S
olovay

–
S
trassen

algorith
m

actu
ally

u
sed

b
y

you
r

favorite
in

tern
et

store’s
server,

are
elab

oration
s

of
F
erm

at’s
m

eth
o
d
.

1
.

T
h
e

R
S
A

M
e
t
h
o
d

D
e
t
a
il

s

C

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

N
=

p
q,

p
an

d
q

large
p
rim

es,
e

cop
rim

e
to

φ
(N

)
=

(p
−

1)(q
−

1).

S
tore.com

’s
P

u
b
lic

K
ey

P
air:

(N
,e).

M
A

lice’s
m

essage,
C

th
e

co
d
ed

m
essage,

C
=

M
e

m
o
d

N
.

(e
is

called
th

e
en

co
d
in

g
ex

p
o
-

n
en

t.)

A
lice

sen
d
s

C
to

S
tore.com

.



2
.

T
h
e

R
S
A

M
e
t
h
o
d

D
e
t
a
il

s

C

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

S
tore.com

’s
P

rivate
K

ey
:

d
,
ch

osen
so

ed
=

1
m

o
d

φ
(N

).
S
tore.com

d
eco

d
es

A
lice’s

m
essage

u
sin

g
th

e
form

u
la,

M
=

C
d

(d
is

called
th

e
d
eco

d
in

g
ex

p
o
n
en

t.)

4
.

W
h
e
r
e

E
u
c
l
id

’s
3
0
0

B
C

A
l
g
o
r
it

h
m

Is
U

s
e
d

C
=

M
e
,

M
=

C
d

It
is

h
ow

S
tore.com

fi
n
d
s

th
e

p
rivate

d
eco

d
in

g
ex

p
o-

n
en

t
d
:

S
tore.com

k
n
ow

s
th

e
tw

o
large

p
rim

e
factors

of
N

,
p

an
d

q,
so

it
can

easily
com

p
u
te

φ
(N

)
=

(p
−

1)(q
−

1).
A

fter
ch

o
osin

g
its

p
u
b
lic

en
co

d
in

g
ex

p
on

en
t

e,
S
tore.com

ap
p
lies

th
e

E
u
clid

ea
n

A
lg

o
rith

m
to

com
p
u
te

d
so

th
at

ed
=

1
m

o
d

φ
(N

).

3
.

W
h
e
r
e

E
u
l
e
r
’s

1
7
5
0

T
h
e
o
r
e
m

Is
U

s
e
d

C

A
lice

−−
−
−
−
−
−
−
−
−
−
−→

S
tore.com

It
is

w
h
y

S
tore.com

’s
d
eco

d
in

g
m

eth
o
d

w
ork

s:

ed
=

1
m

o
d

φ
(N

)

ed
=

1
+

k
φ
(N

),
w

h
ere

k
is

an
in

teger.

C
d

=
(M

e
) d

=
M

ed
=

M
1

+
k
φ
(N

)

=
M
·
(M

φ
(N

)) k
=

M
·
1 k

=
M

,

sin
ce,

b
y

E
u
ler’s

th
eorem

,
M

φ
(N

)
=

1.

5
.

W
h
e
r
e

F
e
r
m
a
t
’s

1
6
5
0

L
it

t
l
e

T
h
e
o
r
e
m

Is
U

s
e
d

It
form

s
a

large
p
art

of
th

e
b
asis

of
m

o
d
ern

m
eth

o
d
s

for
testin

g
w

h
eth

er
a

given
n
u
m

b
er

is
p
rim

e.

E
x
a
m
p
l
e

m
e
t
h
o
d
s
:

T
h
e

on
e

im
p
lem

en
ted

in
M

ath
-

em
atica’s

P
rim

eQ
fu

n
ction

w
e

u
sed

,
or

in
S
tore.com

’s
S
ecu

re
S
o
ckets

P
roto

col
softw

are.

Im
p
o
r
t
a
n
t

u
s
e
:

T
o

fi
n
d

th
e

tw
o

large
ran

d
om

ly
gen

-
erated

p
rim

es
p

an
d

q
n
eed

ed
for

th
e

R
S
A

m
eth

o
d
.

T
o

f
in

d
a

l
a
r
g
e

p
r
im

e
:

G
en

erate
a

large
ran

d
om

n
u
m

b
er.

T
est

con
secu

tive
in

tegers
u
n
til

w
e

fi
n
d

on
e

th
at

is
p
rim

e,
ju

st
as

w
e

d
id

u
sin

g
M

ath
em

atica,
or

as
S
tore.com

’s
S
ecu

re
S
o
ckets

P
roto

col
softw

are
d
o
es.



6
.

P
o
s
s
ib

l
e

F
l
a
w

s
in

t
h
e

R
S
A

M
e
t
h
o
d

C
=

M
e
,

M
=

C
d

T
h
ere

is
a

rem
ote

ch
an

ce
th

at
th

e
d
eco

d
in

g
m

eth
o
d

M
=

C
d

w
ill

fail
b
ecau

se
M

is
n
ot

cop
rim

e
to

N
.

(R
em

em
b
er,

E
u
ler’s

T
h
eorem

req
u
ires

th
is.)

B
u
t

w
e

can
ign

ore
th

is
p
ossib

ility
in

th
e

real
w

orld
b
ecau

se
it

is
so

im
p
rob

a-
b
le.

E
x
e
r
c
is

e
:

U
se

in
clu

sion
-ex

clu
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